NE T

Legacy _
Vulnerabilities In
Wireless Firmware:




Patch Timing After Disclosure

Executive Summary

® Earliest patch: 9.0 years

First disclosed in 2014, the Pixie Dust exploit continues to pose ® Latest patch: 10.3 years
a tangible threat to consumer and small-business networking * Average patch lag: 9.6 years
equipment in 2025. Although many assume Pixie Dust is obsolete,
our analysis shows it is alive and well, embedded in firmware

As of this writing, thirteen devices remain actively supported but
released as recently as 2025.

unpatched. Another seven reached their end of life without ever
receiving fixes. In some cases, vendors described fixes vaguely
in changelogs as, “Fixed some security vulnerability,” with no
acknowledgement of Pixie Dust.

Across six vendors, we found 24 devices, including routers, range
extenders, access points, and hybrid Wi-Fi/powerline products,
with firmware that was released vulnerable to Pixie Dust.

, , This persistence underscores three systemic risks:
The oldest vulnerable firmware in the set dates to Sept. 2017,

nearly three years after public disclosure of the Pixie Dust exploit.
On average, vulnerable releases occurred 7.7 years after the
exploit was first published.

®* Legacy firmware in active circulation continues to expose
networks to rapid, low-effort credential compromise.

* Vendors lack effective update mechanisms or transparent

Of the 24 devices, only four were ever patched, and these patches advisories, leaving users uninformed.

arrived late: Firmware supply chains repeat insecure defaults, revealing
oroader issues in loT and networking device security.
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Origin of This

Analysis

This project began with a casual observation rather than a structured
study. In late 2023, a hobbyist emailed me after experimenting with
WPS exploits he'd been told were “obsolete” in a beginner Wi-Fi

hacking class. He found Pixie

Dust could still be exploited on five of

eleven routers he tested. When he shared his findings in penetration-
testing forums, he was dismissed as mistaken.

Curious, | bought a handful of routers and confirmed that some
remained vulnerable. But without scale or time, | couldn't go further.

That changed with access to NetRise's large firmware repositories and

automated tooling. Instead o

" performing tedious manual analysis

on a handful of devices, | cou

d analyze dozens of firmware images

across multiple vendors in a matter of minutes. NetRise made it
possible to move from a single anecdote to a defensible dataset, and
to show that Pixie Dust exposures were not only persisting but still
being introduced more than a decade after disclosure.

NETRISE

This analysis highlights

a problem bigger than
Pixie Dust: insecure legacy
cryptography and weak
defaults that propagate
silently across firmware
supply chains, outlasting
disclosure events and
bypassing vendor
accountability.
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Introduction and Purpose

The Pixie Dust exploit targets weaknesses in the Wi-Fi Protected
Setup (WPS) protocol, exploiting poor entropy in key generation. An
exploiter only needs to capture a single exchange while in wireless
range. The brute force of the WPS PIN occurs offline and can be
completed in 1-2 seconds. This bypasses password complexity
entirely, making it a highly efficient exploit vector.

Our purpose in this report is to evaluate the continued exposure of
deployed firmware to Pixie Dust, assess vendor remediation progress,
and highlight the operational and strategic risks this vulnerability

presents to device manufacturers, supply chain partners, and end
users.

Further, the persistence of Pixie Dust underscores the need for
vendors to examine their firmware binaries for this and similar

vulnerabilities, weaknesses that can escape traditional source-code
analysis.
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Scope and Methodology
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This was a quantitative analysis of firmware images collected from
public and internal repositories.

29
22

Population Size:
24 devices from 6 vendors

Vendor Coverage

Six vendors represented, with TP-Link
as a notable example due to ongoing
releases of vulnerable firmware

Types of Devices

Routers, range extenders, access
points, and powerline/Wi-Fi hybrids

NETRISE

Time Span

Firmware release dates ranged from
Sept. 2017 through July 2025.

Anaylsis Techniques

Static analysis to confirm the
presence of vulnerable WPS
implementations; dynamic testing
where feasible

Selection Criteria

Devices were chosen based on known
WPS support, availability of firmware
images, and relevance to consumer
and SMB networking markets.

Vulnerable Releases Following
Disclosure

AVERAGE

~1.7

MAXIMUM

“10.8

MINIMUM

“2.9

Patch Coverage

24 devices analyzed

only 4 were ever patched

13 devices remain actively
supported

but unpatched

7 devices reached end of life
without receiving fixes
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Timeline of Disclosure and Vendor Response

Early Remediation Efforts Delayed Patching

Partial fixes released by some vendors, ~our devices eventually receive

often leaving backend WPS services patches, but only after 9.0-10.3 years.
active or continuing to use predictable Many changelogs omit specifics.

entropy sources. Secure defaults are
rarely enforced.

2014 2017-2023 2024-2025

O - O O O O
2015-2016 2023-2025

Public Disclosure Ongoing Vulnerable Legacy Exposure Persists

Dominique Bongard presents the Releases At least 20 devices remain

Pixie Dust exploit, exploiting poor Multiple vendors, including TP-Link, vulnerable, including actively

cryptographic implementation in released firmware with vulnerable WPS supported products, underscoring

WPS to compute the PIN offline. enabled by default and without user a long tail of risk.

warnings. Many devices lacked auto-
update capabilities.
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Vulnerability Impact Summary
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Attack Characteristics Firmware Trénds

Vector: Local proximity (Wi-Fi range) Vulnerable firmware released up to 2025

Execution time: 1-2 seconds for PIN recovery Only 4 of 24 devices patched, most patched ~9 years

Complexity: Low; automated tools widely available later

Default WPS enablement was common, with exposure
rarely documented

Effectiveness: Ignores passphrase complexity;
bypasses brute-force protections

Many devices lacked signed updates or auto-update
features
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Risk Interpretation

Strategic implications for OEMs

The persistence of vulnerable WPS implementations reflects a systemic
flaw in firmware supply chains. Vendors reuse insecure libraries, fail to
enforce secure defaults, and provide little transparency. This exposes
manufacturers to reputational damage, potential regulatory action,
and legal liability.

Operational risks for enterprises

Affected devices may appear secure due to Ul settings that hide or
disable WPS superficially, but remain exploitable at the firmware
level. This creates silent exploit paths in high-trust environments such
as branch offices, retail, and healthcare. Enterprises cannot reliably
detect this exposure, leaving them dependent on vendor disclosures
that often never come.
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Recommendations

1 2 3 4 5

Disable WPS Implement Audit default Provide Adopt secure-
entirely firmware wireless transparent by-default
on all devices unless inventories by configurations customer development
explicitly required. generating SBOMs advisories practices
through binary across product . -
lvsic of th portfolios. on unsupported legacy with cryptographic review
:ina y>I5 0. € devices and security for inherited components.
rmware image bosture.

ensuring that vulnerable
modules can be detected
even when source code
or vendor disclosures are
unavailable.
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Conclusion

What began with a single frustrated hobbyist being told “this
doesn't work anymore” has revealed a broader industry truth:
insecure defaults and legacy vulnerabilities often persist long after
disclosure. The Pixie Dust exploit is not an isolated case but a
symptom of systemic issues in firmware supply chains, from weak
cryptography and poor entropy generation to opaque vendor patch
practices.

By scaling this analysis with NetRise, we transformed a one-off
observation into a dataset that spans six vendors and nearly a
decade of releases. The lesson is clear: without consistent visibility
into firmware, organizations cannot assume that old exploits are
gone. To reduce long-tail risk, firmware must be scrutinized with the
same rigor as any other layer of enterprise security.

Craig Heffner
Senior Staff Engineer,
NetRise
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source tool, Binwalk. He has over 20 years
experience analyzing wireless and embedded
systems, and has presented at prominent
security conferences including Black Hat

and DEFCON. His former employers include
the NSA, Microsoft, various government
contractors, and multiple successful cyber
security start-ups.
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Learn more about uncovering
hidden risk in firmware.

Talk with our experts

End Notes

1.Bongard, Dominique. Pixie Dust exploit presentation, 2014.
2.Vendor firmware changelogs (e.g., TP-Link release notes, 2017-2023).

3. Public documentation of WPS vulnerabilities and related CVEs.
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